
Layered Security

Are You Covered?

Monitors Application Behavior

Protects Users Without Interruptions

Prevents Known Malicious Threats

Minimizes Risk of Downtime & Data Loss

Proactively Hunts Abnormal Threats

Prioritizes Alerts With Business Context

Delivers Resilience & Remediation Guidance

Host-based Agent

Network-based Agent

Security Incident and Event Management

Account Monitoring and Control

Boundary Defense

Controlled Use of Administrative Privileges

Maintenance, Monitoring & Analysis of Audit Logs

Detects Threat Activity On User Network

Antivirus Breach
Detection

SIEM & SOC
Services

ECMSI analyzes the overlooked methods attackers use to persist within your network. Our managed detec-
tion and response service allow us to address these gaps, stopping advanced threats and cutting-edge mal-
ware in their tracks. This in-depth defense model reduces time to detection and provides more comprehen-
sive protection for your business’s IT assets.

THE ECMSI DEFENSE
Cyber attackers are growing increasingly sophisticated in 
their tactics. From web apps and operating systems to hard-
ware and human error, today’s hackers leave no potential vul-
nerability unchecked. But that’s what antivirus is for, right? 
Not so fast.

A determined hacker can bypass even the most robust secu-
rity program. So, what should a business do? It’s simple: 
layer your defenses to close the gaps in your strategy.
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SIEM & SOC Security

Threat intelligence changes the game.
Threat intel sources are now available with wide 
ranges of cost and quality; we believe you and your 
managed service provider should be free to 
choose how to connect to it and use it effectively. 
Harnessing great threat intelligence the right way 
ensures rapid detection of known malicious activity 
on your network that slips past traditional perimeter 
defensesdefenses – and it’s where ECMSI’s SIEM & SOC 
Security shines.

We choose how to interact with your intel.
ECMSI’s SIEM & SOC Security integrates with any 
threat intel. ECMSI is here to bring you world-class 
managed threat detection. We put your threat intel 
to work for you so we can:
DETECT the threats your intel warns you about

VISUALIZE threats detected both on your network 
and by others using the same pool of intel

ACT ACT when known threats are detected on your network

ECMSI does the legwork.
Your SIEM & SOC sensor is monitored by ECMSI’s 
security team. Armed with familiarity with your net-
work, ECMSI walks you through the process and 
ensures you get the most value from your ad-
vanced security investment. ECMSI’s online tools 
allow us to see all of your threat indicators.

You don’t need to break the budget.
Combined with our expertise and centralized ser-
vices, we offer your business a true threat intelli-
gence program without the burdens of hiring threat 
analysts to process large volumes of data and in-
vesting in high-priced security tools.

Get Started in 3 Easy Steps
1. Web Application
Our web-based application works with a sensor to show us any sign of threat activity found on your network. You have 
full access to view what’s happening on your network – and we control who else does.

2. Sensor
Installed in under an hour, our sensors are placed inside your firewall and monitor the traffic of a network segment via 
a TAP or SPAN port. Your MSP can select the sensor options that best meet your needs.

2. Security Operation Center (SOC)
While wecan see and interact with every alert you receive through our security suit, our specialized security team work 
each alert to validate real threats and escalate them to fast remediation.

ECMSI’S ADVANCED SECURITY
Daunted by threat intel? Don’t be. ECMSI simplifies the 
threat intelligence process; and you don’t have to lift a 
finger. Start defending with threat intelligence. Right away.
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Device Encryption

Take Your Critical Data and Secure It
When users travel, their organization’s confidential data goes with them. Wherever confidential data is 
stored, it must be protected against unauthorized access. The best type of security measures are trans-
parent to the user during implementation and use. Every time there is a possible delay or difficulty be-
cause of a security feature, there is strong likelihood that users will try to bypass security. This situation is 
especially true for data protection, and that’s a scenario that organizations need to avoid. ECMSI’s device 
encryption tool provides a seamless, secure, and easily manageable data protection solution.

Hard Drive Encryption
ECMSI’s device encryption tool can encrypt entire hard drives, including both system and data drives. With 
pre-provisioning, the time required to provision new PCs is reduced with ECMSI’s tool enabled. Administra-
tors can turn on device encryption without any user interaction and can be enabled in a few seconds.

Here’s Why It Matters
Ask yourself the following:

     • Do you worry about the sensitive information when someone loses their laptop?
     • Are you concerned about how your organization discards unused hardware?
     • Would you like to ship a laptop or disk without worrying about the safety of your data?

SecuritySecurity is the responsibility of everyone in your business. ECMSI’s device encryption is a security feature 
that protects a user’s computer file system by encrypting disk drives and their contents. Once encrypted, 
others cannot see your files, even if your device has been stolen. Like most encryptions, ECMSI’s device 
encryption will not protect your business from cyberattacks, hacking or phishing attempts but you can rest 
assure that the contents of your drive are safe and secure and only accessible with an authentication/login 
to access the data.

Stop worrying and start protecting your assets by
implementing a complete and powerful data protection solution.implementing a complete and powerful data protection solution.

MAKE SURE YOUR DATA
IS PROTECTED
Every year, countless amounts of laptops are misplaced, 
lost, or stolen – many containing critical or sensitive data. 
ECMSI’s disk encryption tool is a vital part of your IT secu-
rity and the first line of defense to protect your critical busi-
ness data from adverse events.
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Multi-Factor Authentication (MFA)

Effective Multi-Factor Authentication

What You Know

80% of security breaches involve compromised passwords.
                                                  2019 Data Breach Investigations Report, Verizon - via DBIR Interactive

What You Have Access Granted!

PASSWORD CELL
PHONE

Multi-factor Authentication (MFA) is an extra layer 
of security at each login which requires additional 
confirmation of a user’s identity beyond their pass-
word. ECMSI’s MFA tool takes what you know, 
like your password, and adds what you have, 
such as your phone, offering an authentication 
method, such as a token, to gain access to your 
accountsaccounts. With additional layers of security, MFA 
can help protect your business accounts from com-
promise, even if cybercriminals gain access to your 
businesses usernames and passwords

Proactive + Integrated Security
As an additional layer to ECMSI’s Advanced Se-
curity Suite, MFA integrates to secure any appli-
cation or platform to meet compliance goals and 
further secure your critical business data. As your 
business grows, so does your need for additional 
security measures. ECMSI’s MFA tool is the per-
fect solution for a growing business of any size. 
Fully scalable – set up new users and devices at 
any time.

Why MFA Works for Your Business
Let’s look at it this way. Your internal employee, 
John Smith, has received an email informing that 
a document has been shared with him. Mr. Smith 
clicks the link in the email, and he is prompted to 
enter in his username and password. Without a 
second thought and believing the documentation 
is legitimate, he puts in his Microsoft 365 user-
name and password – but it fails to login – and he name and password – but it fails to login – and he 
doesn’t give it a second thought. By this time, the 
sender has received Mr. Smith’s Microsoft 365 
credentials and now has access to your compa-
ny’s network. If your business utilized multi-factor 
authentication through your Microsoft 365 ac-
count, the hacker who invaded your company’s 
network would have been stopped in his tracks. 
Without the authentication method, such as a 
token, your critical business data, credentials, and 
security would have been compromised.

Business Security Made Simple
ECMSI’s MFA tool is the quickest and easiest way 
to quickly advance your businesses IT security. A 
completely scalable security tool that keeps your 
business ahead of ever-changing security 
threats. ECMSI’s MFA tool allows you to:
   • Verify identity in seconds
   • Protect any application on any device
   •    • Deploy quickly to your business environment

SOMETHING YOU KNOW,
SOMETHING YOU HAVE -
IT’S THAT EASY.
Employees and their passwords, in most cases, are your 
businesses weakest security link. Weak and reused pass-
words can leave gaps in your security and create vulnera-
bilities in your network. That’s why it’s important to add a 
robust multi-factor authentication method to your business.
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Security Training

Time to Train and Phish
Trained and aware employees are critical to secur-
ing an organization, and an effective, ongoing inter-
nal security awareness program can help reduce 
your company’s vulnerability, turning the “weakest 
link” in your cyber defenses into its greatest 
strength.

Security awareness training and phishing simula-
tions go hand in hand. Phishing simulations test em-
ployees on how they would respond to a real-life 
phishing attack. We’ll track which employees have 
clicked on a phishing email, who has given away 
their password and who has ignored the email.

Designed to Protect Against Human Error
Once a learning gap is detected, we’ll deliver in-
teractive educational videos to the most suscepti-
ble users. These easy-to-understand, short and 
visually engaging training videos include an 
online quiz to verify the employee’s retention of 
the training content. Training can be delivered 
regularly, to reinforce the importance of every em
ployee’s role in protecting your business.

MAKE YOUR EMPLOYEES THE 
FRONTLINE OF CYBER DEFENSE.
Because employees are the core of any business, they will 
be the main target for cyber criminals. Making sure your 
people stay up-to-date with cyber security knowledge, and 
teaching them to recognize threats, is imperative to the se-
curity of your business. The threat landscape is constantly 
evolving, and so should your approach to defense.
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90%OF SECURITY BREACHES ARE
INADVERTENT, UNINTENTIONAL,
AND CAUSED BY HUMAN ERROR.

Why You Need An Integrated, Ongoing Program

Your employees are your first and primary line of defense against 
online crime. Equip them with the knowledge and skills they need 
to protect themselves - and your business - from criminal elements.

1. Cyber-attacks are on the rise; particularly among small- and mid-sized businesses.

2. You may have the most up-to-date and strongest security systems in place, but this will be a wasted
     investment if you don’t also train and test your staff.

3. Threats are ever-evolving and become more sophisticated and harder to detect. Regular training on
     the latest criminal tactics will help mitigate risk.



Password Manager

Take control of your passwords and 
system access

Comprehensive Safety One-Click Logins

Convenience, Ease and Peace of Mind

Self-Serve Access Control

If you’re re-using the same passwords across 
multiple accounts, or you don’t know who has 
access to which systems, your whole business 
could be at risk. Help eliminate that risk with 
ECMSI’s easy-to-use password management 
service and add an additional layer of security 
and peace of mind.

Here’s How It Works
For Users:

   • Log into websites with a single click
   • Set up folders to organize passwords
   • Generate strong, unique passwords
   • View company-level passwords
   • View passwords unique to their operating group or 
     business unit     business unit
   • Add and edit passwords for personal accounts
     inaccessible to all other users and admins

For Admins:

   • View audits/reports on password related activity
   • Terminate system access for employees who leave 
     the company
   •    • Share approved passwords with your team
   • Set up passwords to auto-expire and autogenerate 
     strong, new passwords
   • Implement multi-factor authentication policies

One Location For All Your Password Needs
• Save time with instant credential insertion—no  
   more remembering lists of passwords

• Centrally control employee access to systems,
   so only those who should be on critical
   systems have access to them

• Easily terminate access to all systems
      following an employee’s departure

• Track and record all system access to help
   meet compliance audit requirements

YOUR HOME BASE FOR
PASSWORD MANAGEMENT
Secure passwords are essential for keeping sensitive data 
and key IT systems safe from hackers and other threats. 
Help keep your business safe with ECMSI’s comprehen-
sive password management service.
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1 32Generates strong
passwords automatically. 

Automatically inserts
credentials

Allows you to revoke 
system access without 
having to contact us
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